KAK HE CTATb XEP1 uvn

PMNPECTYINMHUKA

HALEXXHbIE MAPOJIU

Q1

HEOBXOOAUMO:

+ Co3gaBaTb NEpCOHanbHbIe (YHUKanbHbie)
Naponu K pasHbiM cepBucam

+ Mcnonb30oBaTh CNOXHbLIE Naponu: MUHUMYM 10
CUMBO/OB, OAHOBPEMEHHO LlMdebl, CTPOYHbIE
M NPONUCHbIEe CUMBONbI, 3HAKK NYHKTYauun u
apyrmue CMMBO/bI

+ [loBepsATb TONLKO NPOBEPEHHBIM
MeHexXepam naponen

BE3OMACHbIU WI-FI

HE PEKOMEHOYETCSH:

Ucnonb3oBaTh NOBTOPEHUA CUMBONOB
XpaHuTb Naponu Ha ByMaxHbIX HOCUTENSX

Mcnonb3oBaTh B KaYecTBe Napons CBOW NOrmMH
(MMa Nonb30BaTeNs, y4eTHas 3anuch, HUKHeM)

CoxpaHaTb Naponb aBTOMaTUYeCKu
B Opay3epe

Ucnonb3oBaTb Guorpaguyeckyro
nHopmMauuio B napone
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+ OtkniounTtb o6wmin goctyn K ceoei Wi-Fi
TOUKE, flaxe ecnu y Bac «6e3NUMUTHbIN»
WHTepHer

+ Wcnonb3oBaTth HaAeXHbIM (CM. Bbile) Napon.
Aans goctyna K Bawen Wi-Fi Touke

+ [leakTBMpOBaThL aBTOMaTUYECKOE
NOAKNIOYEHNE CBOUX YCTPONCTB K OTKPbLITLIM
Wi-Fi Toukam

NMPOBEPEHHbIE EPAY3EPbI U CAUTDI

+ Ucnonb3oBaTh cneunansHoe NporpaMMHoe
o6ecneyeHue (aHTUBUPYC, PaclUMpeHue ans
6pay3epa), 4To6bl U36exaTb NoceLleHns
COMHUTENbHBIX CANTOB

Beoautb cBOW NOrMH M Naponk AocTyna K
YYETHOI 3anucK (CTpaHuLe) M cucteme
6aHKOBCKOro 06cnyXuBaHUs npu
NOAKNIOYEHUN K 6ecnnaTHbIM (OTKPbIThIM)
Toykam Wi-Fi B kahe, TpaHcnopTe, TOProebix
UeHTpax 1 1.4.
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X MepexoauTs NO HENPOBEPEHHbLIM CChiNKaMm

X BBoauTh MHGOPMALMIO Ha CaiTax, ecnu

CoeAuHeHUe He 3almLLLeHo (HeT https 1 &)



npasun
MHPOpMaLUOHHON
6e30nacHoOCTU

BE3OMACHOCTb 3/IEKTPOHHOW NOYThbI

HEOBXOOUMO:

MoakniounTb ABYXMAKTOPHYIO
ayTeHTumukKaumio

Wcnonb3oBate MUHUMYM 2 TUNa e-mail
aApPecoB: 3aKpPbITeif (TONBKO ANA NPUBA3KU
YCTPOWCTB U CPEACTB MX 3alUMTbI) U
OTKPbITbINA (ANA Nepenucku, NOANUCOK U T.4.)

Mcnone3osate CIMNAM-hunbTpbl

|GRDUP|iB|
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HE PEKOMEHAOYETCSH:

X PearvpoBaTtb Ha NMCbMa OT HEM3BECTHOro
OTNPaBUTENA: CKOPEE BCEro 310 CNam unu
MOLUEHHWUKK

X OTkpbiBaTh NOAO3PUTENBHOE BNOXEHNE
K NUCbMY: CHayana Nno3BOHUTE OTNPABUTENIO
W y3HaWTe, YTO 3TO 3a hawn

NCMNOJIb3OBAHUE MPUNOXXEHWW, COUCETENA U MECCEHOXXEPOB @

YcraHaBnuBeaTb NPUNOXEHUA TONLKO
n3 PlayMarket, AppStore unu us
NPOBEPEHHbIX UCTOYHUKOB

OGpauwiatb BHUMaHWe, K KakuM (hyHKUNAM
ragxera NpUNoXeHue 3anpawvsaer QocTyn

O6bMeHuBaTbCA COOOWEHMAMU B COLICETAX U
MEeCCeHAXepPax, TONbKO NOMHOCTLIO
YAOCTOBEPUBLLMCE B NUHHOCTH
cobecefHUKa, He pearvpys Ha
COMHUTENbHbIE NPOCHOLI U NPEeANOXEHUR

SAWUTA OAHHbIX BAHKOBCKOW KAPTOYKU

+ XpaHuTb B TalHe NUH-KOA KapTbl

+ MpukpbIBaTb NAAOHBIO KNaBUATYPy Npu

BBOAE NUH-KOAAa

OdhopMuTh OTAENBHYIO KapTy ANs
OHNAWH-MOKYNOK U HE AepXaTb Ha Hewn
6onbwure CyMmbl

Mcnonb3osaTts yenyry «3-D Secure»
M NUMUTBI HA MAKCUMaNbHLIE CYMMb!
OHNanH-onepauumn

CkpbiTe CVV-KoA Ha KapTe (Tpex3HauHbli
HOMep Ha 06pPaTHON CTOPOHE),
npeaABapuTeNbHO COXPaHUB ero

X Pa3mewarts NepCOHANbHYIO U KOHTAKTHYIO
MHhopmaumio o cebe B OTKPLITOM AocTyne

X Ucnonb30BaTh yKasaHue reonokaumu
Ha (hOoTO B NOCTax

X OrBeyaTtb Ha 0OMAHbLIC BbIPaXeHUA
W arpeccuio B COUCETAX — NyylWwe Hanuwure
06 3TOM aAMUHUCTPATOPY pecypca

X Ynotpebnate HEHOPMATUBHYIO NEKCUKY
npu obweHuu

X YCTaHaBnuBaTb NPUNOXEHUA C HU3KUM
PENTUHIOM U OTPULLATENbHBIMKU OT3bIBAMU
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X XpaHuTb NUH-KOA BMECTe € KapTo4kon /
Ha KapTodke

X Coobuware CVV-kog unu oTnpasnaTh
ero ¢oro

X PacnpocTtpaHfaTe CBOM NACNOPTHbIE AaHHbIE
(MHbOpMaUMIO NUYHOIO XapakTepa, HOMEp
MOGUNBHOIro TeneoHa), «NOruH» K «Naponb»
nocTyna K cucteme «MHTepHeT-6aHKUHM»

X Coob6uwarb AaHHble, NoNyYeHHbIe B BUAe
SMS-coobLeHuit, CeaHcoBbIe Naponu, Koa
asTopu3auuu, napone 3-D Secure u 1.4,



