[TAMSTKA 10 ®UHAHCOBOU T'IT'MEHE

«Kak ne nonacmo «8 pyxu» MOUEHHUKOB

Jouumaiime 3my namamky 00 KOHUaA, 0alxce ecilu y8epeHbl,

YmMo HUK020a He CIAHeme Heepmeoll MOULEHHUKOB.
YACTD 1. YET'O HEJIbB35 AEJIATDH

1. He monHuMmaiiTe 3BOHKM C HE3HAKOMBIX MHOCTPAHHBIX HOMEPOB (Dcmonus, Jlameus,
Ionvwa u m.0.), ecnu y Bac HET TaM KOHTAKTOB, KOTOPbIE MOTJIHM OBl CBSI3aThCSl C BAMH UMEHHO
B 3TOT MOMEHT.

2. He noepsiiTe 3BOHKaM U COOOMICHMSIM, MOCTYMAIOIIUM SIKOObBI OT MMEHH OaHKOB,
NPaBOOXPAHUTEIBHBIX OPraHOB, HMHBIX T'OCYJAapPCTBEHHBIX CTPYKTYp, 0€3 caMOCTOSTeNbHOU
poOBepKU UHGOpMaIUH.

3. He pasroBapuBaiiTe ¢ HE3HAaKOMBIMH JIIOJbMH TIO Tele(oHYy, C TOMOIIBIO
MecceHkepoB (Viber, Telegram u op.) 6onee 10-15 cexynn, ecnu peub UIET 0 BauxX puUHAHCAX,
NEPCOHANBHBIX JAHHBIX UM CPOUYHBIX TPEOOBAHHIX COBEPUINTH KaKHE-TH00 ACHCTBUS.

4. Huxomy HHM I10J] KaKMM TPEIJIOTOM HE COOOIIaiTe:

o JIUYHBIL HOMED NACNOpMA;

e peKgusumsvl 6AHKOBCKOU KApmbl,

o CVV/CVC-k00,

o [IHH-x00;

e K0O0bl u3 SMS;

e JIO2UHbL U NAPOJU OM UHMEPHeM-OaHKuH2a,

e KOObl NOOMBEPHCOCHUS U3 MECCEHONHCEPOS.

5. He npunumMaiiTe caMOCTOSITENIbHBIX PEIICHUH O] JaBICHUEM, YTPO3aMHU, CPOYHOCTHIO
WJIM SMOIMOHAIBHBIM BO3JIEUCTBUEM (Hanpumep, Ko20a ymeepicoarom, Yymo bl Cmaiu Oponom,
Gunancupyeme meppopucmos uiu 6am 2posam miopbMou, a eauium OIUSKUM — ONACHOCMbIO).
O0s13aTeNbHO COBETYHTECH C TEMH, KOMY JIOBEpsieTe, U ¢ podeccrnoHaiaMu B COOTBETCTBYIOIIEH
chepe (naiioume dblcmpovlll CHOCOO NO3BOHUMb, HANUCAMb, 0AMb UM O cebe 3HaAMb U NOJYYUMND
00pammyo c6:3b).

6. He BepbTe nokyMeHTaMm, npuciaHHbM B Viber, Telegram unu gpyrux mMeccenmxepax,
Jla’ke €CJIM OHU sIKOOBI moanucanbl HarmoHanbHeIM 0aHKOM, PAaBOOXPAHUTEIbHBIMUA OpraHaMu
(ADP, KI'B, /IOM, KI'K, MB/]) u npyrumMu opuIIHaIbHBIMU CTPYKTYpaMH.

7. He nosepsiite ¢poTo 1 BUI€O M0eH B popme, KOTOpble oOpariatoTcs K BaM uepes Viber,
Telegram unu 1pyrue MECCEHKEPHI (UX 1€2KO n000enams).

8. He noBepsiite rojocam 1 BUeon300paxkeHusM (aumndeiikam) poJcTBEHHUKOB, ApY3ei,
KOJIJIET, MOJTyYEHHBIM IO Tele(OHY MM Yepe3 MECCEHIKEPHI, TeM 0oJiee e€ClIi OHU BEeIyT cels
CTpaHHO, HalyraHbl MM TPeOyIOT (MHAHCOBOW MOMOILMU (UX 20J0C U U300pANCEHUE MONCHO
nooodenams). COpOChTE 3BOHOK U MEPE3BOHUTE UM CaMHU 110 U3BECTHOMY HOMEDY.

9. He npuHuMaiiTe ywyacTue B TaK Ha3bIBAEMBIX «CIELHUAIBHBIX ONEPALUIX»
M0 «CITAaCEHHIO» ceOs, OMU3KUX WU JPYTHX JIIOJEH, 0 KOTOPBIX Bac MPOCAT HE3HAKOMBIE JIMIIA
no Tenedony uim yepes MHTepHer.

10. He mpousBomuTe «OOBICKM» WM TPOBEPKU KBAPTUPHI MO YKA3aHUIO 3BOHSILIUX,
HE JICKIapupyiTe HUKOMY CBOM COEPEKEHUS U IIEHHOCTH.

11. Huxorna He mepeAaBaiTe HAJTMYHBIE, BATIOTY WIW JPArolleHHOCTH TPETHUM JIMIAM,
BKJII0Yasl KypbepoB, M0 YbHUM-TH00 yKa3aHUSIM — HE3aBHCHMO OT TOT'0, HACKOJIBKO 3TO KaXeTcs
JIOTHYHBIM T «KOHCTIMPATUBHBIMY.

12. He ywacTByiiTe JMYHO B NEPEBO3KE MM NEPEMEIIEHHHM HaJIMYHBIX, HMHOCTPAHHOM
BAIIOTHl MJIM JIParolEeHHOCTeH MO TOpOAY, BHYTPH CTpaHbl MM 3a €€ Mpenienbl — Jaxe eciu
NpeUIararT «3apaboTOK» HITH ITyTAIOT MOCIEACTBUSAMH 32 OTKa3 OT COTPYAHUYECTBA.

13. Huxoraa He odopmisiiiTe KpeIuThl MO yKa3aHUIO TPEThbHUX JHUL. Eciau xe Kpenut
yke 0()opMIIEH, HE TIEPEBOANTE ITOTyIEeHHBIE CPEJICTBA HA CUYETa IIOCTOPOHHHX JUIL (10 YKA3ZAHUIO
sawux «0oopodicerameneiy).

14. He mepeBoaWTe Balmd  JICHEXKHBIE CpeAcTBa  (COCpEKEHMs,  JCTIO3UTHI)
Ha «0e301acHbIey, «PE3epPBHBICY, «CIIEUUAIBHBIC» WM WHBIE CUeTa, YKa3aHHbIE HE3HAKOMBIMU
JUIAMH.



15. He BoO3BpamaiiTe caMOCTOSITEIBHO JIGHEKHBIE CpEJICTBA, SKOObI OIIMOOYHO
MOCTYNUBIIME Ha Bally KapTy WM HoMmep TenedoHa oT HezHakomileB. OOpaTtutech B OaHK WK
K MOOHJILHOMY OTIepaTopy 3a KOHCYJIBTAIIUSIMHU U IIOMOIIBIO.

16. He nepenaBaiiTe cBOM 0aHKOBCKHE KapThl, CY€Ta M JIOCTYN K HUM APYTHM JIUIAM,
B TOM YHCJIE 32 JICHEKHOE BO3HATPAXK/ICHUE.

17. He cornamaiTech IoJy4arh JEHEKHBIE CPEICTBA HA CBOM CUYET € MOCIEAYIOUIUM HX
MEePEBOIOM TPETHUM JIUIIAM.

18. He peructpupyiite UI1 wim ropuaudeckre nuima, He OTKpPbIBaiiTe 0AaHKOBCKHE CYETa
O MPOCh0e MaIO3HAKOMBIX JINOO MMOCTOPOHHUX JIUII.

19. He ycranaBiuBaiiTe HO YKa3aHUIO HEU3BECTHBIX JIUI[ MPOTPaMMbl YJAJIEHHOTO
JIOCTYTIA UM UHBIE MPUJIOKEHUS 110 HAITPaBICHHBIM CCHUIKAM.

20. He pearupyiiTe Ha NPEUIOKEHUS IETKOTO 3apaboTKa», CBS3aHHBIE C MEPEBOOM,
OOHAJIMYMBAHUEM WJIM TPAH3UTOM JCHEKHBIX CPEJICTB.

21. He odopmisiiTe TOBEpEHHOCTH HAa HE3HAKOMBIX JIUI] UJIU 110 MPOChOE MaTO3HAKOMBIX
JIOJICH Ha OTKPBITHE OT BAIIEr0 MMEHH OAHKOBCKUX CUETOB, COBEpPIICHUE (PMHAHCOBBIX OIEPAIIHiA
WM [IPEIOCTaBJICHUE JOCTYIIA K BAalllUM CU€TaM, HE BbIE3XKaiTe sl 3TOr0 3a Mpeelibl CTPaHbl.

22. He BHOcuTe mipeAoIjiaTy 3a TOBapbl WM YCIYTH, OCOOCHHO HEIOpOrHe,
npejiaraeMble uepes3 coluanbHbeie cetu (Instagram, Telegram u Opyeue). ITO 4HacThlil ciocod
MOIIICHHUYECTBA.

23. He ydacTByiiTe B pO3BITpHIINIAX, JOTEPESIX M aKIHiIX, MHPOpMAIHSI O KOTOPBIX
MOCTYNHJIa BaM MO 23yeKTpoHHOM moute, CMC wmim B MecCeHKepax OT HE3HAKOMBIX
OTIIpaBUTENICH, 0COOEHHO €CIH I MOJTYUYESHHS «IIpr3a» TpeOyeTcst BECTH OAaHKOBCKUE PEKBU3HUTHI
WJIU TaHHBIC TIACIIOPTA.

24. He oTknuKaidTech Ha NpPEJIOKEHHS yAaleHHOW padoTel B MHTepHeTe, eciu s
TPYIOYCTPOMCTBA BaC MPOCAT aBTOPU3HPOBATHCS UYePe3 HEU3BECTHBIC CANTHI, BBECTH OAHKOBCKHE
JaHHbIE, BHECTH B3HOC.

YACTD II. YTO HYKHO JAEJIATDH

1. Bcerna mposepsiiTe HH(OpPMAIMIO, OTHOCHUTECh K HEW KpUTHYEeCKH. Ecnmu 3BOHAT
u3 0aHKa, MIJTUITUH, CJICJICTBEHHOTO KOMHUTETA, IPYTHX CTPYKTYP — PE3KO 3aBEPIIUTE Pa3roBOp,
nepe3BoHuTe B 102 UMM caMOCTOATENHHO MO OQUIIMATBHOMY HOMEpPY OpraHu3allid, KOTOphIe
jerko Haitu B MHTepHeTre Ha oduumanbHO caiite. 3anoMHuTe: coTpyaHuku mumnuu, KI'K n
JIPYTUX TOCOPTaHOB HHUKOTJAa HE 3BOHAT B MECCEHDKepax C TpeOOBAHHMSIMH Ha3BaTh KOJBI,
MIEPEBECTH JCHBTY WIIH «TIOMOYb B CIICITUAITBHON OTIEpAIIHI.

2. Kputudyecku OTHOCHUTECH K JIIOOBIM TMPEANIOKEHUSIM  «IETKOTO  3apaboTKay.
[TpemoxeHus MOTy9IHUTh ICHBI'H Ha CBOM CUET, OOHATMYUTH UX, IIEPEBECTH TPETHUM JIUIAM ITOYTH
BCEr/la BOBJIEKAIOT B IPECTYMHYIO JIEATEIbHOCTb.

3. [lpy BO3HUKHOBEHWHM TIOJO3PCHMI, HYTO B OTHOIICHWH BaC COBEPIIAOTCS
MOIIIEHHUYECKHE JIEHCTBUS, HE3aMEATUTENIbHO MPUHUMANTE CIeNYIONINEe MEPHI:

e 3a610KuUpylime OAHKOBCKYIO KAPMY yepe3 MOOULbHOE NPUTONHCEHUE UU NO MeleOHY
eopAuell TUHUU OAHKa, a makice coU OaHHble 8 MENCOAHKOBCKOIL cucmeme udeHmuurayuu,;

o CMeHume naponu;

e obOpamumecd 6 OAHK C 3asA61€HUEM O HECAHKYUOHUPOBAHHOU ONepayuu Uiy nonvimke
ee cogepuleHUsL;

e CcooOWume 0 N00o3pumenbHbIX deticmausx no menegony 102 uru 6 opuyuanvuwiii yam-
oom MBJ] 6 Telegram «Mw1 6cecoa psioom»;

e nooaiime NUCbMEHHOE 3asi8NIeHUE 8 NPABOOXPAHUMENbHBLE OP2AHDL.

4. IlpoBepsiiTe CCBUIKM M aJpeca CalTOB IMepel BBOJOM MEPCOHAIBHBIX JdaHHBIX,
UCTIONB3YUTE Takke oQHIManbHble MOOWIbHBIE TNpuiokeHuss OankoB. [Ipm mokymkax
B MIHTEepHETE pOBEpANTE MOJIMHHOCTD peECypca.

5. Ucnonw3yiiTe 6a30BbIe MEPHI 3aIIUTHI IIPH padoTe ¢ 0AHKOBCKUMH KapTaMu:

o gKIIOYAlUMeE 08YXPAKMOPHYIO AYMEHMUDUKAYUTIO;

e ycmaHagaugauime IUMUMbL HA NEPEBOObL U CHAMUE HATUYHBIX,
nookmoyatime SMS- uiu push-yseoomnenus 060 6cex onepayusnx no cuemam,



6. «Pa3nensaiite» NeHEKHbIE CPENICTBA!
* OCHOBHble HAKONJIeHUs XpaHume Ha OmMOelbHOM cueme (Kapme);
0J151 MEKYWUX PAcX0008 UCNOIb3Ylime Opy2oll cuem (Kapmy),

o 0/ OHIQUH-NamMedicell NPUMEHAUmMe OMOENbHYI0 KApmy.

7. JloroBoputech ¢ OIU3KUMH 00 MCIOJIB30BAHUU KOJOBOTO CJIOBA I BOIPOCA, OTBET
Ha KOTOPBIN U3BECTEH TOJBKO WiieHaM Baiel cembu. [Ipu momyueHnu noao3puTeabHbIX 3BOHKOB
WA COOOIICHHI OT SIKOOBI POJICTBEHHUKOB MCIIONIB3yHTE TaKUE IPOBEPOUHBIC BOIPOCHI.

8. 3amuinaiiTe CBOM MepCoHaIbHbIC TaHHbIE:

e He nyOnuKylme u He nepecvliaume gomoepaguu nacnopma;

e He @uiKIaovlealime 6 COYUATIbHble cemu OOKYMEHMbl, 8 KOMOPbIX COO0EpHCaAMCH
nepconanvuvie dannvle (OHUO, nacnopmuule oannvie u m.o.);

e oOcpanuuusaiime 0OCMyn K JUYHOU UHDOpMAYUU 8 COYCEMSIX.

9. O0yuaiite OJIM3KKX OCHOBaM (prHAHCOBOW rpamMoTHOCTHU. Ilepronnueckn oOCy)KaanTe
TUMHUYHBIE CXEMbI MOIIIEHHUYECTBA C MOXKUJIBIMHA POJICTBEHHUKAMH U MOJPOCTKAMHU.

Oco0oe BHUMaHHE YJICIUTE IETAM: OOBSICHUTE UM, YTO HEJIb3s1 00LIaThCsl C HE3HAKOMIIAMU
B MECCEH/DKEpax, yCTaHABIMBATH IPUIIOKEHUS 10 UX IIPOCHOE WIIK MEePEIaBaTh ICHBIH Kyphepam,
a TaKkXe MEepPeBOJAUTh UX MO MPEUIOKEHHONW TPEThbUMH JHIIaMU WHCTpyKuuu. Ecnu peGeHok
CTOJIKHYJICS C TIOJI03PUTETBHBIMU COOOIIEHUAMH — OH JOJKEH HEMEJICHHO paccKka3aTth 00 3TOM

pPOAUTECIIAM.



