NAMATKA MO ®UHAHCOBOWU MNIruEHE

MoapobHas Bepcusa no 6nokam: yrposbl, NpusHaku obmaHa, npaBuna NnoBe4eHUs, 4ENCTBUSA Npu
NHUMOEHTE
Pecnybnuka Benapych * 2026

FmaBHOe NnpaBuno Bcer NaMsATKN
He genictByiiTe nog gaenennem. CHayana ocTaHOBMTECH, 3aTEM NMpoBepbTe MHOpMaLMIO Yepes ouumarnbHbIN

KaHan v NOCOBETYNTECH C YENTIOBEKOM, KOTOPOMY AOBEpPSIETE.

lNMamsimka npedOHa3HavyeHa 01151 WKObHUKO8, podumered, neda2o208, 83p0C/biX epaxdaH u noxusnbix noded. Tekcm HanucaH
npocmbIM 513bIKOM. MIHGhopmayusi 0 3aKoHax 0aHa Kak opueHmup U He 3aMeHsiem KOHCynbmauuto ropucma. AKmyaribHble
pedakyuu Hopm rposepsilime Ha pravo.by.
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Kak nonb3oBaTbcA NamATKOMN

e YuTanTe He TOMLKO CBOW pa3aern. MolweHHMYeCKNe CXeMbl YacTO CMELLIMBAKOTCS: 3BOHOK U3 “OaHKa” MoXeT
3aKOHYUTBLCS KPeAMTOM, Nepedadyen HanuyHblx, yCTaHOBKOW yaanéHHoro AocTyna Uy BoBreYeHnem B
OpOonnepcTBO.

e Kaxablii 6NOK NOCTPOEH OAMHAKOBO: IAe ONacHOCTb, Kak €€ pacrnosHaTth, YTO HeMb3s AenaTtb, Kak NoCTynuTb
npaBurbHO, YTO AenaTtb, ecnu owmnbka yxxe NpounsoLLna.

e PacneyatanTe KOpOTKME YEK-TIUCTbI N3 KOHL|A JOKYMEHTA U pa3MecTuTe Aoma, B Krnacce, kabuHeTe, 06LLEeXUTUN
unun Ha paboyem mecrTe.

e [1ns cembM NonesHo BbiGpaTb KOAOBOE CIOBO U 3apaHee A0roBOpUTLCS: KpYMHble NepeBoabl, KpeauTbl U
nepenava HanMyHbIX HAKOrAa He aenatTcs 6e3 NpoBepku BTOPbIM YETNOBEKOM.

B/1OK 1. YHuBepcanbHble npaBuna ¢puHaHCcoBOU 6e3onacHoCcTH

MpaBuno “lMay3a — lNpoBepka — CoBeTt”
MMay3a: HM4ero He Haxnmatb 1 He nepeBoauTb. [poBepka: NO3BOHUTL N0 oduLmMansHoMy HoMmepy. CoBeT:
obcyauTb ¢ 6nNuskMm, poautenem, yumtenem, 6aHkom, ropuctom mnm 102.

1.1. Y10 Henb3A coobLw,aTb HUKOMY

e koapbl n3 SMS, push-yBegoMeHWI, NPUNOXKEHNA-ayTEHTUNKATOPA;

e [IMH-koa, CVV/CVC-kon, cpok AENCTBUS KapThl, NOJIHbIE PEKBU3UTLI KapTbl;

e  JIOMVHbI, NAPONK, KOAOBbIE CrioBa GaHKa, OTBETLI HA CEKPETHLIE BOMPOCHI;

e NNYHBIA HOMEp nacnopTa, POoTo/CkaHbl JOKYMEHTOB, CENdM C NacnopToM 6e3 3aKOHHOW U MOHATHON NPUYMHbI;
e koAbl Bxoga B Telegram, Viber, WhatsApp, 9neKkTpoHHY0 NOYTy, COLCETH;

e [JaHHble A4S BXxoda B MHTepHeT-6aHK, MCW, aneKkTpoHHbIe 1 BUPTyarbHble KOLLEMNbKW, KPUMTOKOLLENbKY;
e KOAbl ANt NPUBSI3KU HOBOTO YCTPOWCTBA, BOCCTAHOBIIEHMS NApPONs, NOATBEPXKAEHNSA KpeamTa unu nepesoaa.

1.2. YT0 4ONXKHO HACTOPOXKUTb Cpa3y

Mpu3Hak
CpoYHOCTb: “NpsiMO cenyac
MUHYT”

” o«

,‘yBac 5

YT0 3TO 3HAUMT
Bac nuwaloT BpeMeHn Ha NpoBEpKY.

MpaBunbHasa peakuus
OcTaHOBUTLCS. 3aBEPLUNTL Pa3roBOP.
MpoBepuUTb OTAEMLHO.

CeKpeTHOCTb: “HMKOMY He roBopuTe”

Bac nsonupytoT oT noMoLum 6rn3Kux.

0O6s3aTenbHO pacckasaTb JOBEPEHHOMY
YeroBeky.

n o«

Crpax: “yronosHoe geno”,

“kpeant”, “Teppopusm”

00bIcK”,

[aeneHve Ha amoumu.

He cnopuTb, He onpaBablBaTbCS, 3BOHUTL
102/ocbuupmansHo.

Bbiroga: “nérkve geHbrn”, “6e3 onbita
10 MuHyT”

EB

,“3a

BosmoxHoe BoBrne4YeHne B CXemy.

OTKkasaTbCA M NokasaTb Nepenmncky
B3pocCrnomy/cneumnanucry.

MpocbGa ycTaHOBUTL NMpUNoXeHue

MoxeT ObITb YAanEHHbIN JOCTYN Unn
BUpYC.

He yctaHaBnuBaTb. MNpoBepsith Yepes
oduLmManbHbIA MarasuH.

Mpocbba Ha3eaTb kopg,

Kop nouTu Bcerna oTkpbiBaeT JOCTYN UNnn
noATBepXaaeT onepauuio.

He HasbiBaTb HUKOTAA.

[eHbrn Yepes Bally kapTy

Ball c4ET MOXET cTaTb YacTbio
NPECTYMNHOM LLENOYKHU.

He NnpUHUMaTb N HEe NepeBoUTb.

1.3. MMHMManbHbIN Habop HacTpoeK 6e3onacHoCTH

0 YBepomneHns 060 Bcex onepaumnsix no kaptam U c4eTam BKITHOYEHbI.

O NumnTel Ha nepesoibl U CHATUE HAMMYHbIX YCTAHOBJIEHbI.

O Ons OHJ'IaI7IH-ﬂOKyn0K €CTb OoTAeJibHad KapTa C HebonbLnM GanaHcoM.

0 Ha tenedoHe ctout napons/6uometpus, SIM-kapTa 3awuwieHa PIN-kogom.
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O Maponu k 6aHKy, No4YTe U MecceHaxXepam pasHble.
O [ByxcbakTopHas 3awimTta BKItoYeHa B NoyTe, 0aHke, MecceHakepax, CoLCeTAX.
0 AKTMBHbIE CECCMM 1 NPUBSI3AHHBIE YCTPOMCTBA NPOBEPSAIOTCA HE pexe pa3a B Mecsl,.

[0 B cembe ecTb KO4OBOE CrOBO AN CPOYHbIX NPOCLO O AeHbrax.

B/1OK 2. 3BOHKM “n3 6aHKa”, “mnuanuun”, “CnepcrseHHoro komuteta”, “HaybaHka”

2.1. 'pe onacHoOCTb

o MolleHHMK NpeacTaBnsieTcst COTpyAHMKoM BaHka, munuuun, KK, KI'b, CneacteeHHoro komuteTa, HaubaHka,
HanoroBown UM MoBMILHOro onepaTopa.

e  OH MOXeT 3HaTb Balle umMs, 6aHK, YacTb HOMepa KapTbl, agpec, MecTo paboTbl. TO He AOKa3bIBAET, YTO 3BOHOK
HaCTOSALWLMIA: AaHHbIE MO NONacTb B YTEYKY UMK ObITb B3SITbl U3 OTKPbITLIX MCTOMHUKOB.

e Llenb — 3acTaBUTb Bac Ha3BaTb KOA, YCTAHOBUTb NPUIOXEHUE, 0POPMUTL KPeauT, NepeBecTn AeHbrn, nepeaatb
HamnuyHble Kypbepy Mnn “nomMoYvb cneacTeumio”.

2.2. TUnuyHble cueHapuu

CueHapun Y10 roBopsaT \ Y10 XOTAT Nony4uTb

“Mopo3putensHas onepauns” “Celyac c Ballemn kapTbl CUCLIBAOT Koa noaTBepxaeHus nepesoga/Bxoaa.
neHbru. Hasosute koA, YTOObI OTMEHUTL”.

“Ha Bac ocpopmnstoT kpeamt” “Hy>HO CpPOYHO OPOPMUTL BCTPEYHbLIN KpeanTHble AeHbIN, KOTOpbIE MOTOM
KpeauT 1 nepeBecTn OeHbIMM Ha Pe3epBHbIA | UCHE3HYT.
CYUeT”.

“Cneuonepaums’ “Bbl nomoraeTte noviMaTb NPECTYNHUKOB. M3onsumto oT 6rM3KMX U KOHTPOIb Hapg,
Hukomy He rosopuTe”. OEeCTBUSMM.

“Bbl ctanu gponom” “YT106bI AOKa3aTb HEBUHOBHOCTb, [eHbr n gocTynbl Nog CTPaxom
nepeBeanTe AeHbIM/HAa30BUTE AaHHbIE”. OTBETCTBEHHOCTMU.

“INpoepka kBapTupbl” “Hangute HanunyHble, 3051070, JOKYMEHTHI. Hanu4Hble, BanoTy, 4paroLeHHOCTY.
Celtvac npueger Kypbep”.

“lMomMoLub poacTBEHHUKY” “Baww cbiH/goys nonanu B AT, cpoyHo BbICTpbIM NepeBoA unun nepeaady
HY>KHbI AeHbIN”. HanMWYHbIX.

2.3. Yto Henb3Aa genartb

e He nNpojommkaTb pasroBop No uHaHCoOBLIM Borpocam fonblue 10—-15 cekyHa;
e He NoATBEpPXAaTb JIYHbIE JAHHbIE “ANs NPOBEPKN NNYHOCTLN”;

e He HasbIBaTb KOAbl M NAponu;

e He yCTaHaBnuBaTb NporpaMmbl yaanéHHoro 4ocTyna;

e  He BKMYaTb AEMOHCTPALMIO 3KpaHa BO BpeMs BXxoaa B 6aHK;

e He ohopMIIATb KPeANUTbI U KapTbl MO yKa3aHWI0 3BOHSILLETO;

e He NepeBOAMTb AeHbIM Ha “Oe3onacHble”, “pesepBHbIe”, “TPaH3UTHbIE” CYETa;
e He nepefaBaTb HaNM4YHble Kypbepam;

. He Bble3XaTb K 6aHKOMaTy unu B 6aHK no YKa3aHuto Hen3BeCTHOro.

2.4. Kak npasu/ibHO

3aBepwnTb 3BOHOK. He cnopuTb 1 He AoKa3biBaTb.

CamocToATeNbHO OTKPLITh 0duLManbHOe NpuoxxeHne 6aHka unm cant 6aHka.

[Mo3BOHUTE MO HOMEpPY ¢ 6aHKOBCKOW KapTbl UM odurumanbHOro canTa.

Ecnu 3ByunT yrposa yronoeHoro gena — 38oHUTbH 102 unu ngtu B bnvxkaniwiee nogpasgeneHne Munnuuun.
Coobwuntb 6nnskomy 4enoBeky, 0COOEHHO ecnu Bac NPOCUIN “HUKOMY HE FOBOpUTL”.

S
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B/1OK 3. MecceHpaxepbl, coucetn, aundenkn u nogaenbHble JOKYMEHTbI

3.1. MecceHAepbl KaK 30Ha pUCKa

B Telegram, Viber, WhatsApp n couceTax nerko noggenatb uMsi, ooTO, AOSPKHOCTb, JOKYMEHT, neyatb, hopmy,
aBaTap 1 gaxe roroc.

CoobuieHure “oT anpekTopa”, “oT yumTens”, “oT poACTBEHHUKA”, “OT BaHKka” MOXeT ObITb OTNPaBIEHO CO
B3ITOMaHHOIO akKayHTa.

dann ¢ HasBaHneM “noctaHoBneHue.pdf’, “noBecTtka”, “0oroBop”, “4ek” MoXeT ObITb BPE€AOHOCHBLIM UM BECTU Ha
OVLLNHTOBYIO CTPaHULLY.

3.2. Aundeiikn

Ovndenk — nogaenbHbIN ronoc, ndobpaxeHne unm BUAEO, co3gaHHble ¢ nomoubio .

MoLueHHuKam goCTaToOuHO KOPOTKUX BUAEeo/ayamno ns couceTen, YTobbl UMUTUPOBATL ronoc.

OcobeHHO onacHbI 3BOHKU Skobbl OT pebéHka, poauTens, Apyra, Konnern unm pykoBoauTens ¢ npocbbor CpovHo
nepeBecTn OeHbIN.

[uncperik YacTo conpoBOXaaeTCcs NOXOoW CBA3bIO, Mayvyem, LUyMOM, CMELLKOW, 3anpeTom nepe3saHnBaThb.

3.3. 3awumTa ot gundeiikos

O EcTb cemenHoe KOQOBOE CrOBO.

O Mpwu ntobori cpovHon Npocbde 0 AeHbrax nepe3BaHMBaEeM Mo CTapomMy M3BECTHOMY HOMeEpY.
[0 3apgaém NpoBEPOYHbIN BONPOC, OTBET HA KOTOPbIN HEMb3s y3HATh U3 COLICETEN.

O He Bepum Bugeo un oto B hopme 6e3 npoBepkn opmumanbHbIM KaHanoM.

O He nybnukyem nuwHne ayano/Bnaeo ¢ ronocom geten n 6nmskmx.

3.4. NMoppenbHble [OKYMEHTbI

CKpUWHLLOT yAOCTOBEPEHUS, NpUKa3a, NOCTaHOBMEHUS, NeYaTn unm “nucbMa HaubaHka” B MecceHpkepe He
SIBNSIeTCHA A0Ka3aTeNbCTBOM.

[okyMeHTbl MOryT BbITb HAPUCOBaHbI, CKINEeeHbl U3 HacTosLLMX 06pa3LoB Unn creHepupoBaHsl V.

Ecnu fokymeHT TpebyeT CpOoYHO NepeBeCTU AeHbIM, Ha3BaTb KoL, YCTAHOBUTb MPUITOXKEHWNE UMM COXPaHUTL BCE B
TalHe — 3TO Npu3HaK oOMaHa.

BJ/1OK 4. baHKOBCKME KapTbl, cHeTa, nepesoabl U HaZIUYHbIe

4.1. Kapta — 3TO He NPOCTO NNACTUK

KapTa cBsizaHa Cc BaluMM CYETOM K BalLen NMYHOCTLIO. Bce onepauun octaBnsiioT crnea.
Mepepaya kapTbl “Ha BpeMsa”, “pOACTBEHHUKY”, “paboTogaTento”, “nokynaTento”, “KypaTtopy”’ MOXeT NPUBECTU K
OMOKMPOBKE N paccrefoBaHMIo.

[axe BupTyanbHas kapTa U pekBu3uTbl 6e3 uanyeckoro nnactmka MoryT gatb 4OCTYN K onepauusim.

4.2. Henb3a

nepegaBaTb KapTy, pekBu3uThbl, poTo KapTel, CVV, NMUH;
OTKpbIBaTb CYET MM KapTy Mo npocbbe TpeTbux nuy;

AaBaTb JOCTYN K UHTEPHET-6aHKy nnun anekTPOHHOMY KOLUEmbKY;
nonyyaTtb YyXue OeHbI Ha CBOW CYET 1M NepeBOAUTb AarbLue;
CHUMaTb YyXue AeHbr B 6aHkomare;
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NpoBOAMTL “TeCToBbIe” MepeBobl MO MHCTPYKL MK,
BO3BpaLllaTh “OmnbOYHbIN NepeBo” Ha HoMep/KapTy, KOTOpble Ha3Ban He3HakoMell;
Nonb30BaTbCS Yy>KON KapTon 6e3 MOHATHOro 1 AOKa3yeMOoro cornacusi Brnagensua.

4.3. OwnbouHbIN NepeBog,

Kak npaBunbHO BEpHYTb OLUMOOYHO NOCTYNUBLUUE AEHbLIU
He nepeBoauTte aeHbru no npockbe otnpasutens. O6paTtntecb B 6aHK Unn kK MobunbHoMy onepatopy. MNycTb
BO3BpaT ohopMnsieTcs opuumarnbHo.

4.4, HanndHbie N Kypbepbl

He nepepaBavite AeHbru, BantoTy, 30510TO, YKpaLLEHUs1, OKYMEHTbI “Kypbepy 6aHka”, “coTpyaHuKy Munmumn’,
“apnBokaTy pPOACTBEHHUKA”.

He nepeBo31Te HanNU4HbIE MO rOpoAy, CTPaHE UMK 3a rpaHnLy no Yy)>XoMy 3agaHuto.

He cornawanTecb 3abpatb AEHbIM Y NOXUITOrO YenoBeKa M NOMOXUTb UX Ha KapTy/KpUNTOKOLLENEK. TO MOXET
ObITb OGHaNMUMBaHWe OeHer XepTBbl MOLLEHHUYECTBA.

He BbInonHsanTe 3agaHns “nogonan k 6aHkomaTty”, “nononHn kapTy”, “pa3dben cymmy Ha YacTtu”, “He roBopu
Kaccupy npasgy”.

4.5. be3onacHaa opraHM3auuAa CBOUX AeHer

OCHOBHbIE HaKoMMEHNUs XpaHuTe OTAENbHO OT KapTbl eXXeHEBHbIX PACX0OQ0B.

LN MHTEPHET-MOKYNOK UCTONb3YiTe OTAENbHYIO KapTy C IMMUTOM.

NS KpyNHBIX CYMM BKIlOYaiiTe OOMNOMHUTENbHbIE NOATBEPXKOAEHNUS U NIUMUTbI.

He xpaHuTe Bce aeHbrv B ogHOM GaHKke/Ha OfHOM KapTe, eCnu 3To co3AaéT arsa Bac pUCK MOSHON noTepu
fgocrtyna.

PerynspHo npoBepsiiTe onepauumn 1 yBe4OMIEHUS.

B/IOK 5. KpeauTbl, paccpouyku, MMKpO3aliMbl U A0/r0OBble JIOBYLUKMU

5.1. OCHOBHbIe ONAaCcHOCTU

KpeouT, ochopMneHHbIN Ha Bac, 00513aHHOCTb NNaTUTb CO34AET ANs Bac, a He Anis TOro, KTo “nonpocun nomoys”.

MoLueHHUKM 3acTaBnsAlT oPopMUTb KpeauT “ans 3awmuTel”, “ona oTMeHbl”, “ana nposepkn”, “Ansa cneuonepaumun’.
OT10 obMmaH.

Muvkpo3anmbl U paccpPOYKkM MOTyT KasaTbCs HEOOMbLUMMU, HO HECKOSBLKO MENKMX A0MroB BbICTPO NpeBpaLLanTcs B
KPYMHYIO Harpysky.

MepekpegutoBaHue 6e3 NnaHa YacTo ycyryonset cutyauuio.

5.2. Mepep Nt06bIM KPeaUTOM NpoBepbTE

O MNoHvmato nomnHy cymMmy nepennarhbl.

O MnaTtéx He noMaeT Mol eXeMecaYHbl BIoaKeT.

O Ectb pe3eps xoTsa 66l HA 1-3 MecsiLa nnaTexen.

O KpeauT He ohopmnsaeTcs nop AaBrieHnem 3BOHSALEro UM 3HaKoMoro.
O A He Bepy AeHbrM AN nepefayv TpeTbemy nuuy.

O Oorosop, cTaBka, KOMUCCUN U LUITPAbl NPOYMUTAHBI.
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O EcTb nnaH, U3 KakMx goxonos byaeT noralleHue.

5.3. Ecnm Kpeaut yxke opopmunm noa pasneHnem

6. He nepeBoguTe NoMny4YeHHblEe AEHbIN AarnbLLUe.

7. Cpasy cBaxuntecb ¢ 6aHKOM 1M COOBLUTE O MOLLEHHUYECKOM AaBMEeHUMN.
8. [lMonpocute 3abnoknpoBaTtb onepawmm, eCrivi BO3MOXHO.

9. CoxpaHuTe 3anucu, CKPUHLLIOTbI, HOMepa, Nepenmncky.

10. O6paTtuteck B 102 n noganite 3asBrneHue.

B/1OK 6. CaiTbl, ccbinikn, QR-Koabl, npunoxkeHua n Wi-Fi

6.1. dUnHr

e  OUWKHr — nogaenbHas CTpaHuua, KoTopasi cobMpaeT NOrnHbl, NaponK, KOAbl U AaHHbIe KapT.

” ” " ~ i ”

e Ccbinka MOXeT NpunTn oT “6aHka”, “novtwl”, “aoctaBkn”, “Hanoroson”, “mapkeTnnenca’, “npogasua’,
“pabotoparens’.

e Appec cavita MOXeT OTNNYaTbCs 0OQHON BYKBOW, NULWIHUM AeUCOM, CTPAHHOW 30HON JOMEHA UINN MOXOXUM
Ha3BaHWeM.

6.2. QR-puwIKHT

¢ QR-koa MOXeT BECTU KyAa yrogHo: Ha onnaTy, hanbLlumBbIf CalT, YCTAaHOBKY MPUIIOXEHWS, MOAMNNCKY, NepeBos
AeHer.

e OnacHbl QR-koabl Ha Haknenkax B nogbesfax, TpaHcnopTte, Ha 06bsABNeHusX, “wrpadax’, nMcbmax, Nocbinkax, B
yarax.

o [locne ckaHMpoBaHWs Bcerga CMOTpUTE agpec canTta Ao BBOAA AaHHbIX.

¢ Ecnu QR-koa npocut BBectu kapty, CVV, kog n3 SMS unun napons — 0CTaHOBUTECH.

6.3. NMoapenbHbie NPUNOKEHUA U YAANEHHDBIU JOCTYN

o ®anin APK, np1cnaHHbIi B YaT, MOXeT ObITb BUPYCOM.
e [lpunoxeHue yganéHHoro goctyna no3BonseT BUAeTb 9KpaH 1 ynpaBnsTb YCTPONCTBOM.
e [lemoHCTpauusi akpaHa BO BpeMsi Bxofa B 6aHk MoxeT packpbiTb 6banaHc, SMS, push-koabl n onepaumu.

"« ”

o baHk He TpebyeT ycTtaHaBnmeaTtb AnyDesk, TeamViewer, “3awntHeii Moagynb”, “aHtusmpyc MBL”, “npunoxexue
npoBepkn”.

6.4. NMNpasuna unudpposoiit 6esonacHocTH

O OTkpbiBato OaHK TONbKO Yepes oumLmanbHoe NPUIOXEHME UMW BPYYHYIO BBEAEHHbIV afpec.

O He nepexoxy No ccbifnkam 13 nogosputensHbix SMS, nucem 1 4aTos.

O MpoBepsito gOMeH canTa neped BBOAOM AaHHbIX.

O He ycTtaHaBnuBato NpunoxeHus BHe oduumnanbHbiX MarasnHos 6e3 Heo6x04MMOCTU 1 NPOBEPKM.
O He ncnonekayto nyonuynbin Wi-Fi ana 6aHkoBcknx onepaumii 6e3 3awmThbl.

O PerynsipHo o6HoBMsAO TenedoH, bpaysep, GaHKOBCKME NPUINOXEHUS.

O Yoansio npunoXeHusl, KOTOPbIMA HE NOMb3YHCh.

0 He noateepxgato HeOXnAaHHble push-3anpockl Ha BXoa,.
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BJIOK 7. NMNaponun, nouta, mecceHAXepbl U aKKAYHTbI

7.1. Nouyemy nouta 0co6eHHO BaXKHaA

e Uepes aneKTPOHHYIO MOYTY YacTo BOCCTaHaBNMBAIOT Naponm oT 6aHka, couceTein, MapKeTnencoB, rocycnyr u
paboyrx CEpBMCOB.

e Ecnv MOLIEHHUK MOMy4ns JOCTYN K NMoYTe, OH MOXET MEHSITb MapONn, YuTaTb Yekn, HAXOAUTb AOKYMEHTHI,
y3HaBaTb BalLW KOHTAKTbI.

e [louyTa OOMKHA MMETb CaMblii CUITbHBIV MapPOSb U ABYX(AKTOPHYIO 3aLuTy.

7.2. NpaBuna naponeu

e He ucnonb3ynte oavH Naposnb AN pasHbIX CEPBUCOB.

e He ucnonb3ynte aaty poxaeHus, UMsi, Homep TenedgoHa, Knmyky nuromMua.

o Jlyywe gnvHHas naponbHas dopasa, YeM KOPOTKMIA CROXHbIA Naporsib.

e XpaHuTe Naponu B MeHempkepe naponemn unu B gpyrom 6esonacHoM MecTe, a He B 3ameTkax 6e3 3almThl.
e MeHsvTe naponb cpady, ecnu ObliT NOAO3PUTENbHBIN BXOA UIN yTeuKa.

7.3. MecceHAaXepbl

e He coobuwawTe kog Bxoaa B Telegram/Viber/WhatsApp. O3To paBHO nepeaaye akkayHTa.

e BknounTte gByxaTanHylo NpoBepPKY B MECCEHIXepaX.

e [lpoBepsiTe akTUBHbIE YCTPONCTBA U 3aBepLUaiTe HE3HAKOMbIE CECCUMN.

e Ecnu akkayHT B3nomanu, npegynpeanTe KOHTaKTbl: OT BaLIEro MMEHN MOTYT NPOCUTb AEHbIN.

B/1OK 8. UHTepHeT-NOKYNKU, 06bABNEHNA U A0CTaBKa

8.1. Fpe yawe obmaHbIBalOT

e couceTn n MmecceHmpxkepbl 6e3 ourLmanbHOM NAOLWaaKy;
e 00bSABNEHMS ¢ 0MEeHb HU3KOW LIEHOW;

e  CTPaHULbI-KIOHbI N3BECTHbIX Mara3nHoB;

e nogaenbHble Cnyx0Obl JOCTaBKK;

e (hanblumBas “Oe3onacHasi caenka’;

e npepgonnaTta 3a ToBap, KOTOPOro HET;

e BO3BparT AeHer yepes “CCbINKy Ha nonyyeHue”.

8.2. Yto Henb3a genatb NOKynaTtento

e BBOAUTbL [aHHble KapTbl MO CCbIflke OT NpoAaBLa;
e coobuwaTb Koabl 3 SMS ans “nonyyeHus geHer’;

e MepeBOAMTb Npegonnaty HesHakomLy 6e3 NpoBepKY;

e yXOOUTb M3 ohuLManbHOro YaTta NoLaakM B MECCEHKEP, €CNU NoLaaka npegynpexaaeT o6 onacHocTy;
e  BEpUTb CKPUHLLOTY nacnopTa NpoAaBLa Kak rapaHTuM — OOKYMEHTbI TOXe MOAAENbIBaloT.

8.3. Yto Henb3a genatb npoaasLy

e repexoauTb MO CCbifike “Nony4nTb onnaTty” OT NokynaTens;

e  BBOAUTb AaHHble kapTbl, CVV 1 SMS-koa anga 3auncrneHus geHer;

e  OTNpaBnsTb TOBap 40 NOATBEPXAEHHON onnaTthl B 6€30MacHOM kaHane;
e cooOLWaTb NOKynaTesnto NULHME NEePCOHarbHbIE AaHHbIE;

e CKauuBaTb “NpunoXxeHue gocTaBkn” U3 YaTa.
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8.4. be3onacHasa NoOKyrnka

O Mpoeepsito npogasLa, O0T3bIBbI, ATy CO34aHUS akkayHTa.

O CpaBHMBalO LEHY C PbIHKOM.

O Wcnonbayto oguumanbHble cnocobbl onnaTel NMoLaaKu.

O He Beoxy CVV/CVC 1 SMS-koabl ANg nonyYyeHus geHer.

O CoxpaHsito nepenuncky, Yekn, o6 baBNEHNst U Tpek-HoMepa.

O Mpu comHeHun BbIGMpato onnaTty npu NofyyYeHUn Unn MYHYo BCTpedy B 6e3onacHoM MecTe.

B/1OK 9. YpanéHHana pabota u BakaHcumn

9.1. KaK BbIrnaaut onacHaA BaKaHcUA

®pasa B BakaHCUM
“Bes onbiTa, 500—-2000 py6new B geHb, 10
MUHYT”

| OnacHocTb

BepOHTHO, He3aKoHHasi cxema unm obmaH.

Yro penatb
He OTKNMKaTbCA, NPOBEPUTL KOMNAHUIO.

“Hy>xHO NpuHMMaTb AEHbIN Ha KapTy u
oTNpaBnsTh AanbLe”

[ponnepcTBo/TpaH3nT AeHer.

OTkasaTbCs.

“OdpopmuTte kapTy/KoLLeNEK/akKkayHT, Mbl
Oypem nonb3oBatbes”

Mepenava goctyna K orHaAHCOBOMY
MNHCTPYMEHTY.

He odopmnaTe.

“Kynute KpunTy Ha AeHbrn KnueHta”

B0O3MOXHbIV BbIBOA NPECTYMHbIX AEHET U
HapyLLeHVe nNpaBui onepauui ¢ TokeHamu.

He yyactBoBaTb.

“Onnatute
0by4eHune/cTpaxoBky/Bepudmkaumio”

BbiMaHuBaHue npeponnarbl.

MpoBepuTb OOroBOp, HE NNaTUTb
COMHUTENBHBLIM NULAM.

“Ckayvante nNpunoxeHne He u3 marasuHa’

Pwvick BupycalyganéHHoro goctyna.

He ckauuBaTb.

“HyxeH nacnopt B YaT go cobecegosaHus”

Puck KpaXun nepcoHarnbHbIX AAHHbIX.

YTOYHUTb 3aKOHHOE OCHOBaHMe,
npoBepATb paboTogatens.

9.2. Kak npoBepuTb pabotogarens

0 EcTtb nonHoe Ha3BaHwe opraHuaaumu, YHI, cant, agpec, TenedoH.

O KoHTakTbl coBnagatoT ¢ OCbI/ILI,VIaJ'IbeIMI/I MCTOYHUKaMW.

O ,D,OI'OBOP MOHSITEH: OOIMKHOCTb, 06513aHHOCTK, onnara, CPOKW.

O HeT npocb6bl MCNonb3oBaTh NMYHYHO KapTy AN YyXUX NepeBoaoB.

O Het TpeboBaHusi nnaTtuTb 3a TPYAOYCTPONCTBO.

O CobecenoBaHue npoxoguT B HOpMasribHOM 4efnoBOM d)opmaTe, a He TOJIbKO B aHOHMMHOM 4arTe.

0 3apgaHusa He cBsA3aHbl C 0OMaHOM Moaen, nepeBogammn geHer, 00Xo40M NpaBun NoLanok.

B/1OK 10. “BbicTpble 3apaboTku”, KOTopble MOryT KapaTtbca 3akoHom Pb

Camoe BaxHoe

HeaHaHune Bcewn cxemMbl He Bcerga cnacaet. Ecnu Bbl ganun KapTy, NPUHANN OEeHbIN, CHANN HallM4yHble, OTHECI N
nakeT UInn nomMornn CKpbiTb crnenbl, Ballun nencTeuns MOryT OLleHNBATbCA KaK y4yacTtue uin nomMmolLlpb.
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10.1. AponnepcTBO

e [lponnepcTBO — UCMONb30BaHNE KapTbl, CYETA, SNIEKTPOHHOIO Kowenbka, SIM-kapTbl, akkayHTa UM JOKYMEHTOB
yernoBeka A5ia nepeBoaa, XxpaHeHusi, 0bHanMUYMBaHNA UK BbIBOAA YYXXUX LEHET.

e YacTo BoBneKaloT LWKOMbHUKOB, CTYAEHTOB, 6e3paboTHbIX, MOXUNbIX Mogen: obewarT HebonbLioe
BO3HarpaxgeHue 1 roBopsiT, YTo “Hn4Yero genatb He Hago’.

e  TunnyHble ponu: OTKPbITb KAPTy; NepeaaTtb PEKBU3NUTLI; MPUHSATL NEPEBOL; CHATb HANUYHbIE; KyMUTb
KpMnTOBantoTy; nepecnatb AeHbrn; ooopmntb SIM nnu akkayHT; NPONTN BEPUEUKALUIO NINLIOM.

Mpu3Haku apon-cxembl

e  MNaTAT 3a OTKPbITUE KapTbl UMK CHETA;

e npocaT npucnaTe PoTo KapThl, nAcnopT, cendwu, NornH/napons;
e obeLaloT NPOLEHT 3a NepeBoabl;

e 3anpeLlaroT pacckasbiBaTb OaHKy HaCTOSLLYIO Lerb onepauui;

e npocAaT opobute CymMMbl;

e  [OBOPSAT “ecnm cnpocaT — 3TO AoNr/NoKynka/3apnnara’;

e [eHblv NPUXOOAT OT pa3HbiX Ntoaen 1 6bICTPO YXOAAT AanbLue.

PuUcKK no 3akoHy

e B PBb npegycmoTpeHa agMmnHMCTpaTMBHas OTBETCTBEHHOCTb 3a HE3aKOHHOE NpeaoCcTaBlieHne pekBM3nToB
NNaTéXHbIX JOKYMEHTOB U3 KOPbICTHbLIX NOBYyxaeHun (opueHTup: cT. 12.35 KoAll).

e He3akoHHbIN 060pOT NNATEXHBIX UHCTPYMEHTOB, CPEeACTB NnaTexa u NX pekBM3NTOB MOXET BreYb YronoBHYHO
OTBETCTBEHHOCTb (OpueHTup: ct. 222 YK).

o Ecnu yepes kapTy NpoxoasT AEHbIM OT MOLLEHHMYECTBA, MOryT BO3HUKaTb BOMPOCHI O COyYacTum,
nocobHu4yecTBe, neranusauumn NPeCcTynHbIX JOXOA0B U MHbIX COCTaBaXx.

e bBaHk moxeT 3abnokMpoBaTtbh KapTy, CHET, onepauunm n 3anpocuTb 00bACHEHNS. PenyTaumMoHHbIe nocneacTenst
MoryT mewatb y4ébe, paboTe, kpegutam.

10.2. 3aKnagumKm, Kypbepbl U “nocbinkn”

e [IpeanoxeHns “3abpaTtb nakeT”, “NONOXWTL B TanHUK’, “caenaTb poTo MecTa”, “nepeaatb NOCLINKY”, “HNUYEro He
cnpawmBaTb” MOryT BbITb CBS3aHbl C HE3aKOHHBIM 060POTOM HAPKOTUKOB.

e OnacHbl He TONbKO camu 3aknagku. PyUck co3garoT ynakoBka, XpaHeHne, nepeBo3ka, nepechblnka, nepegaya
koopauHaT, (POTOOTYETLI, aAMUHUCTPMPOBAHWE Mara3uHa, peknamMa kaHana.

e  ®pa3sbl “Tbl HECOBEPLUEHHONETHUIA — HUYETO He ByaeT”, “TaM He HapKOTUKK®, “Tbl NPOCTO Kypbep” — FOXHOe
YCMOKOEHMe.

Pucku no 3akoHy

e HesakoHHbI 060pOT HAPKOTUYECKNX CPEACTB, NMCUXOTPOMHBIX BELECTB, NX NPEKypPCOPOB 1 aHarnoros
npecnepyetca no YK Pb (opueHTtup: cT. 328).

e [lo oTAenbHbIM cOCTaBaM, CBA3aHHbIM CO CObITOM, YronoBHas OTBETCTBEHHOCTb BO3MOXHa € 14 neT.

e [locnegctBus MoryT BbiTb KpanHe TSXKENBIMU: CYAMMOCTb, nyieHne cBobogpl, npobnemsl ¢ y4ébon, paboTown,
ceMbén 1 bygywum.

10.3. Kypbepbl HaAMYHbIX

” o« ] ]

e “Babepwu goeHbru y knNueHTa”, “nepedan naket”, “nonoxu B 6aHkomar”, “nonyym NpoueHT” — 3TO MOXET ObITb YacTb
MOLLEHHMYECTBA MPOTUB NOXMUIbIX N0AEN UNN OPYIUX XKEPTB.

¢ Kypbep yacTto BMaeH Ha Kamepax, OCTaBnsieT MapLUpyT, TenedoH, nepenncky, 6aHKOBCKME onepaumu.
OpraHu3aTopbl OCTalTCH B TEHU, @ Kypbep CTaHOBUTCS NEPBbLIM, KOrO HAXoasT.

e Henb3s cornawaTtbesa gaxe “oauH pas’.
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10.4. Kpunto-nepeBopabl “gna knneHta”

Cxewma: Ha Bally KapTy NpUXogdaT AeHbIM, Bbl MOKyNaeTe TOKEHbI/KPUMTOBANOTY U MEPEBOAUTE Ha YYXKON
KOLLEenéxk.

N1 HaobopoT: Bbl NpUHMMaETe KpUNTOBanNoTy 1 nepesBoanTte benopycckue pyonu/sBantoTy Ha Yyxune KapTbl.
Takue onepaLymn MOryT UCMONb30BaTLCA AN BbIBOAA NMOXULLEHHbIX OEHEr U 00X04a KOHTPOrS.

B PB onepauuu ¢ undpoBbIMU 3HaKaMy UMEIOT crieuunarnbHble npasuna. HapylweHus moryT Bnevb
a4MVHUCTPATMBHYIO, HAMOrOBYHO U MHYKO OTBETCTBEHHOCTb (OpueHTup: cT. 12.36 KoArl, cT. 13.3 KoAll, HanoroBkle
HOPMbl — MO CUTyaLmn).

10.5. Mpopaxka akKayHToB, SIM-KapT, 9/1eKTPOHHbIX KOLWENbKOB

AKKayHT, 0(pOpPMIEHHBIN Ha Bac, MOryT UCNONb30BaTh Anst 0OMaHa noaen, pacchinkvi ULLIMHIa, permcTpauum
KOLLENbKOB, BbIBOAA AEHET, YIpO3 1 LaHTaxa.

SIM-kapTa MOXeT UCNonNb30BaTbCA ANA NOATBEPXKAEHUSA Onepauuin, permcTpaumm akkayHToB U NonyyYeHus KoaoB.
Ecnun akkayHT cBsi3aH C BalLUMM HOMEPOM, AOKYMEHTaMM Ui NLIOM, BOMPOCHI NpuayT K BaM.

He npopaBawite 1 He nepedaBanTe OOCTYMbI Aa)ke 3a HEOOSbLUYIO CYMMY.

10.6. PukTuBHbIE UM, PupMbl U “HOMUHANBHDBINA gupeKTop”

MpeanoxeHune “otkpon UIM/OOO, Mbl BCE caenaem, Tebe NpoueHT” onacHo.

Ha odopMreHHoe Ha Bac nMLUo MOryT NOBECUTL AOSTW, Hanoru, He3akoHHble onepaunn, UKTUBHBLIE COEMKY,
BbIBO/ AEHET.

Henb3s nognucelBaTb AOKYMEHTbI, 4OFOBOPbI, JOBEPEHHOCTU U BaHKOBCKUE 3asiBMNEHWUS!, €CMU Bbl HE NOHUMAaeTe
peanbHol OeATeNbHOCTY.

10.7. PuwmHrosble 3agaHua 1 “pabora oneparopom”

WHorga npegnaratoT nucaTth NOASM MO rOTOBOMY TEKCTY, pasMeLLatb 00baABNEHNs, AenaTb CanTbl-KMOHbI,
063BaHMBaTb “KNNEHTOB”, cobupaTtb KoAbl, NPOBEPATL KapThl.

[axe ecnu Bbl “TONbKO NepenncbiBanunch”, 3T0 MOXET ObiTb YacTb MOLLEHHUYECTBA.

He BbINONHANTE 3agaHns, r4e HYXXHO BBOAUTL NOAEN B 3abnyxaeHue, ckpbiBaTb NpaBay, coOMpaTb AaHHbIe KapT
N KoAabl.

10.8. Peknama He3aKOHHbIX KaHanoB

Packnenka QR-kogoB, rpadcuTti, nyGnvkauus CCbifok, penocTbl, NpUBrieYeHne Noaer B 3aKpbiThle kKaHanb!
MOryT ObITb He 6e3061aHON peknamoi.

Ecnu kaHan cBs3aH ¢ HaApKOTUKaMK, MOLLEHHUYECTBOM, (PULLIMHIOM, HE3AKOHHbLIMUM CTaBKaMu UM Npoaaxen
AaHHbIX, pacrnpocTpaHUTenb TaKke pUcKyeT.

He peknamupyiTte TO, 4ero He NOHMMaeTe M YTO CKPbIBAET BnagerbLeB.

10.9. KaK oTKa3aTbcA U 3alUTUTb cebna

11
12
13
14
15
16

. He Bctynaiite B cnop ¢ “kypatopom”. KopoTko: “He nHtepecHo”.

. He otnpaBnsaiite gokymeHThl, KapTy, cendu, agpec.

. CoenanTe CKpUHLIOTLI NPEAIOXKEHUS, HAKHEMA, CChINKK, HOMepa.

. 3abnokMpynTe KOHTaKT.

. Ecnn yrpoxatoT — coobuuTe B3pocnbIM, agMUHUCTPaLmm y4ebHoro 3aBefeHus, B 102.

. Ecnn yxxe nepeganu gaHHble — CpoYvHO obpaTtuteck B 6aHK, 3abroKMpynTe KapTy U CMEHUTE Naponu.
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B/1OK 11. UHuBecTnuum, puHaHcoBbIe NUPAMUAbI, CTaBKU U “rapaHTUPOBAHHbIN

aoxopn”

11.1. KpacHble ¢naru

obeLatoT BbICOKMI goxon 6e3 pucka;

JaBAT: “MecT ocTarnocb Marsno”, “BXxoq TOJIbKO CerogHs’”;

NpOCAT NpuBNeYb Apy3en U poaCTBEHHUKOB;

He 06BACHAIT, OTKyaa 6epéTtcs npubbine;

OEeHbIM NepeBoaaTCsa Ha NUYHYIO KapTy, KPUMNTOKOLLENEK NN Yepes aHOHUMHBIN CEPBUC;
“aHanuTuk’ npocut yctaHoBuTb AnyDesk/TeamViewer unu nokasaTb 9KpaH;

ans BeiBoAa Npmbbinu TpebyoT onnaTntb HanNor, KOMUCCUIO, CTPaxXOBKY, BepudUKaLmio;

npennararT B3ATb KpeauT OanA WHBECTULMN.

11.2. Mupamuabl U NnceBAOUHBECTULUN

Mupamnga NnNaTuT CTapbiM yY4acTHUKAM 3a CHET HOBbIX, @ HE 3a CHET peanbHOW NpubbINN.

Moka AeHbrn NoCTynaT, KaxeTes, YTo BCE paboTaeT. Korga nOTOK HOBbIX Y4aCTHUKOB 3aKaHYMBaETCS, BbINnathbl
npekpaLiarTcs.

PaHHuR “ycnewHbiv BoiBO4” YacTo AenaroT cneunanbHo, YTOObI YenoBek BHEC bonbLue nnv npusén 6nmnskux.

He BknagpiBaviTe AeHbrv, €CNN He NOHMMaeTe NPOAYKT, PUCKK, lopuanyeckoe nuUo, Aorosop 1 cnocob BbiBoAa.

11.3. CtraBKu, Ka3unHo, “AoroBopHbie matumn”

” o«

“100% nporHo3”, “gorosopHomn maTy”, “60T 06bIrpbIBAET KA3MHO” — TUMNUYHBIE NPUMAHKW.
CHavana MoryT nokasaTb ManeHbKyto npubbiiib, MOTOM NOMPOCUTL NONOMHUTL OonbLLE.
A3apT 1 xenaHue oTbIrpaTbCsl NPUBOAST K AOMTaM.

Henb3sa 6paTtb KpeauTbl, NpoAaBaTh BELUM UMW 3aHUMATb AeHbIM A5 CTaBOK.

BJ/1OK 12. J/InyHble AaHHble, AOKYMEHTbI U NPUBATHOCTb

12.1. Noyemy NnYHbIE AaHHbIE LLEeHHbI

Mo AaHHBIM U3 coLceTe MOLLEHHUK MOXET caenaTb 3BOHOK yoeanTenbHbIM: Ha3BaTb LUKOMY, POACTBEHHUKOB,
Noe3aKu, NMOKyMnKKu, MecTo paboTsbi.

doTo nacrnopTa MOXeT UCMONb30BaTLCA AN PErMCTpaLnM akkayHToB, MOMbITOK NMOMyYeHUs YCIyr, WaHTaxa.
Homep TenedoHa 1 aata poXaeHUsi MOMOratoT BOCCTaHaBNMBaTb AOCTYMbI M NOAGUPaTb OTBETHI HA CEKPeTHbIe
BOMPOCHI.

12.2. Yto He nybanKOBaTb

nacnopT, BOAMTENbCKOE YAOCTOBEPEHME, CTYAEHUYECKMIN/yYeHNYECKUIN BUneT ¢ AaHHbIMK;
GaHkoBCKMe kapTbl, Yekn ¢ QR-kogamu, 6uneTsl, NocagoyHble TanoHbI;

afpec npoXxuBaHus, rpaduk oTCyTCTBUA AOMa;

hOoTO AeTer C NPUBA3KON K LLKONE, CeKUUN, MapLUpyTY;

MHOrO ayAuno 1 BUAEO C roflocoM, €Cfin B 3TOM HeT HeobXxoanMocCTy;

OOKYMEeHTbI 0 foXoAax, KpeauTax, HeABMXKUMOCTU, HacneacTBe.

12.3. MNpu oTnpasKe AOKYMEHTOB

O MNoHvmato, KoMy OTNPaBNSA U 3a4eMm.

O EcTb omumanbHbI KaHamn Unm 3alnWEHHbIN KabUHeT.
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O MOXHO 3aKpbITb JIMLLIHWE AaHHbIE, ECIIN OHU HE HYXHbI.
0 Ha konuun moxHo HanucaTtb uenb un gaty: “Tonbko gns ...".
0 He otnpaBnsao AOKYMEHTbI B @aHOHMMHbIN YaT UM HeM3BeCcTHOMY paboTtoaartento.

O CoxpaHsito gokasaTtensCTBa nepegayun u ycrnosms o6paboTkm JaHHbIX.

BJ/IOK 13. leTn, NOAPOCTKU U LUKOZIbHUKMU

13.1. FhaBHble pUCKKU ANA LUKONbHUKOB

e nowuck “nérkoro 3apabotka” B Telegram n TikTok;

e epegava KapTbl NN akKayHTa 3a AeHbIK;

® y4yacTue B nepeBogax, 0bHann4uBaHuu, KpUNTo-onepaLmnsx;

e  3aKknagku n “Kypbepckme” 3agaHus;

e CKauMBaHWe NPUMOXEHUA U UTP U3 COMHUTENBHbLIX UCTOYHUKOB;
e  OKYMKN B Urpax, CKMHbl, AOHATLI, hanbLumBbie PO3birpbiLUm;

e  LUAHTaX MHTUMHbLIMW (POTO UK NEPENNCKON;

e  B3IIOM aKKayHTOB Apy3eun 1 Npocbbbl 0 nepesoaax.

13.2. MpocTble npaBuaa ANA WKONAbHUKA

Ecnu cTpawHo cka3aTb poauTensam
CKaXu y4nuTernto, LLKONbHOMY MCMXONIOTY, KIacCHOMY PYKOBOAWUTENO, CTapLueMy POACTBEHHMKY U OpYroMy
B3pOCIIOMY, KOTOPOMY JoBepsiellb. MonyaHue noyTtu Bceraa AenaeT npobnemy xyxe.

He HasbiBan kogbl n3 SMS n push Hukomy, gaxe gpyry.

He paBan kapty, TenecoH, SIM-kapTy, akkayHT, naposb.

He npvHuman geHbrv Ha CBOIO KapTy Ans Apyrux.

He Gepwv nakeTbl M NOCBINKN Y HE3HAKOMBbIX MOAEN.

He xogun no agpecam no 3agaHusaM U3 varta.

e He ycTtaHaBnuBan NpUNoXeHUs no ccolfke “kypartopa’”.

e He otnpaBnan ¢oTo nacnopta, KapTbl, NULla C JOKYMEHTOM.

Ecnu npegnaratoT 6bICTpble AeHbIM — NOKaXW B3POCMbIM A0 OTBEeTa.

13.3. Pogutenam u negaroram

e He orpaHnumnBaiitech pason “He obancsa ¢ MoweHHnkamn”. Pa3bepnte KOHKPETHbIE COOBLLIEHMST U MPUMEPbI.
[oroBoputech: pebEHOK MOXET NpUIATK ¢ Ntoboli ownbko 6e3 HeMeaneHHoro HakasaHus. CHavana
6e3onacHoCTb, MOTOM pa3bop.

HacTpowite nuMuTbl Ha AETCKOW KapTe U yBELOMITEHWUSI POAUTESTHO.

[MpoBepsaniTe NPUIOXEHUS, MOAMMUCKU, aKTUBHbIE CECCUM, NPUBSA3AHHBbIE KapThl.

Ob6bsacHMTE NpaBOBblE NOCMNEACTBUS APONNepCcTBa U 3aKnagok NpoCTbIMU CrioBamMu.

Pa3bepuTe, 4TO “A NpOCTO NOMOr” He O3HAYaEeT “sd He oTBeval”.

BJ/1OK 14. MNoXunbie poacTBEHHUKN

14.1. Nouyemy noxxkunbie N1OAUN B 30HE PUCKA

o  MoLleHHMKN NCNONb3YIOT YBaXeHue K “oduumnansHbIM opraHam”, CTpax 3a AeTeln U BHYKOB, JOBEPUE K 3BOHKaM.
e [Moxunoro YyenoBeka MOTyT OO AepXKaTb HA NIMHWM, He faBasi MO3BOHUTbL CEMbE.

e YacTo MCnonb3yloT KypbepoB, HannyHble, “3ameHy aeHer”, “nposepky kynop”, “ATI poacTtBeHHUKA”.
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14.2. lomawHMe npasuna

0 Ha BugHoM mecTe 3anucaHbl TenedoHbl aeTen/BHykoB, 6aHka n 102,

O EcTb NpaBuno: Hanu4Hble HUKOMY He nepefaBaTb 6e3 3BOHKa POACTBEHHUKY.

O EcTtb KOOQOBOE CrOBO CEMbU.

O KpynHble nepeBoabl U CHATUE HaNU4YHbIX 06CYXaatTcsa ¢ BrM3KNUM YernoBeKOoM.

0 Ha kapTe ycTaHOBNEHbI MMMUTbI U YBEAOMITEHUS.

O lMNoxwunow poACTBEHHUK 3HAET: BaHK U MUNNLNS HE NPUCLINAIOT Kypbepa 3a AeHbramu.

14.3. YT10 CcKa3aTb NOXKUAOMY Ye/I0BEKY NPOCTbIMU C/I0BaMMU

e  “Ecnu 3BOHAT 1 nyratloT — Kraau TpyOKy. XopoLmnin COTPYOHUK He 0BManTCs, MOLLEHHMK ByaeT AaBuTb”.
e “Kopg n3a SMS — kak kntod oT KBapTupbl. Ero Henb3s gaeatb gaxe paboTHUKY 6aHka”.

e “BesonacHbix c4eToB no TenedoHy He ObiBaeT”.

e “Ecnu roBopsiT, UTO BHYK Nonan B 6egy, cHavyana no3BoHN BHYKY Ui Ham”.

o “Kypbep 3a geHbramu oT 6aHKka unm Munuumm — 310 obman”.

B/1OK 15. /InuHbin 610aKeT, pacxoabl U cbeperkeHnn

15.1. 3auem 31O OTHOCUTCA K Be3onacHOCTU

e Yenosek 6e3 yuéTa geHer valle 6epET CpoUHble KpeauTbl, BepUT “ObiCTpbiM 3apaboTkamM” 1 CrioxHee 3amevaeT
cnucaHus.

¢  ®uHaHcoBas NogyLlKa NOMOraeT He NPUHUMAaTh OMAacHbIE PELLEeHNst U3-3a HEXBATKM OEHeET.

e [loHumaHMe pacxo4oB CHUXAET PUCK AONTOBON JTOBYLLKM.

15.2. Pacxoapbl

o Bepgwute y4€T x0Ts Obl MO KPYMHBIM KaTeropmnsaM: obsizaTeneHble NNaTexu, eaa, TPaHCMNopT, CBA3b, 340POBLE,
0oby4yeHune, pa3BrneyeHusi, 4OMNr1, HaKoMMeHUs.

[NpoBepanTe NOANUCKU 1 aBTONMATEXMN.

Mepen kpynHou nokynkon 6epute naysy 24 yaca.

CpaBHuBaiTe LeHy, rapaHTuio, 4OCTaBKy U YCNOBUsS BO3BpaTa.

He nokynanTte “Ha amoumax” nocrne peknambl, CTpecca unu gasneHnsa npogasua.

15.3. NoaywkKa 6e3onacHocTn

e  MuHMManbHas uenb — cymMma Ha 1 mecsl 0653aTeNbHbIX pacxodoB. Xopoluas Lenb — 3—6 MecsueB.
XpaHuTe pe3epB OTAENbHO OT eXXedHEBHOMN KapTbl.

He BknagbiBaiiTe noAyLKy B pUCKOBaHHbIE MHCTPYMEHTDI.

MononHsiiTe pe3epB cpa3sy nocre Aoxoda.

Wcnonb3yiiTe peseps TONbKO A peanbHbiX HenpeaBUaAEHHbIX CUTyaLWiA.

15.4. NnhaHupoBaHue Leneu

O Lenb 3anucaHa KOHKPETHO: YTO, CyMMa, CPOK.
O NMoHATeH exxeMecs4YHbI B3HOC.
0 [eHbrn Ha uenb oTaeneHbl OT eXXeQHEBHbIX TparT.
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O Llenb nepecmatpuBaeTca pas B 3—6 Mecaues.

0 PuckoBaHHbIe BOXEHUSA HE 3aMEHSOT HAKOMMEHNS Ha BaXHble Lienu.

B/1OK 16. Yto genatb, ecnm owmnbKa yKe npomsoLuna

He ypananTte pokasarenbcTBa
CKPWUHLLIOTbI, HOMEepa, CCbINKKU, YEKM, 3annUcu 3BOHKOB, HUKHENMbI, agpeca KOLLENbKOB 1 Nepenucka MoryT ObiTb
BaXkHbl Ansi 6aHKa 1 NpaBoOOXpaHUTENEN.

16.1. Coobwmnu Koa, napoib UM AaHHbIE KapTbl

17. Cpasy 3abnokupyinTe KapTy Yepes NpUnoxXeHue Unm ropayyto nuHuio batxka.

18. CmeHuTe naponb OT BaHka, NOYTbl, MECCEHKEPOB U COLICETEN.

19. 3aBepLunTe BCe aKTUBHbBIE CECCMM Ha HEN3BECTHBIX YCTPONCTBAX.

20. lMNpoBepbTe, He AobBaBNeHbI NN HOBbIE YCTPOWCTBA, HOMEpPA, KapTbl, AOBEPEHHbIE NomyYaTenu.
21. MosBoHuTe B BaHk 1 3acmkcnpynTe obpalleHue.

22. Obpatutech B 102, ecnu ecTb cnncaHue, NonbiTka KpeavTa, yrpo3bl UM BOBIEYEHNE B CXEMY.

16.2. NepeBenu geHbru

23. MNos3BoHuTe B HaHk HemeaneHHo. CnpocuTe 0 BO3SMOXHOCTI OCTaHOBKW, BO3BpaTa Ui ocnapmsaHnsa onepauum.
24. CoxpaHuTe Yek 1 pekBM3nUTbl nonyyartens.

25. CgenanTe CKPUHLLOTbI NEePEenncKkm, CCbifikK, Npoduns, Homepa TenedoHa.

26. lNMopaniTe 3aaBneHne B MUNULNIO.

27. Npegynpeaunte 6GNN3KNX: MOLLEHHUKN MOTYT UCMNOSIb30BaTb BaLUW KOHTaKTbI.

16.3. MNepepanu KapTy UNn peKBU3UTDbI

28. 3abnokvpyiTe KapTy 1 4OCTYN K CHETY.

29. CoobwuTe B 6aHK, YTO PEKBU3UTLI MOIMM NonNacTb TPETbUM fnLaMm.

30. CmeHuTe naponu 1 NpoBepbTe aKTMBHbIE YCTPOMCTBA.

31. He nbiTantech “goroBoputbCA” ¢ KypaTopoM U He BbIMOSNTHAWTE HOBbIE 3a4aHus.

32. Ecnu 6binn onepaunn — coxpaHuTe UCTopuio 1 obpatuTeck 3a npaBoBoy nomoLlso/B 102.

16.4. YcTaHOBUAM NOA03PUTENIBHOE NPUNOKEHUE

33. OTKnounTe NHTEPHET Ha YCTPONCTBE.

34. C gpyroro ycTponcTBa CMEHUTE BaXKHble Naponu.

35. 3abnokupynte kapTbl 1 NO3BOHUTE B GaHK.

36. Yganute npunoxeHune. Ecnu ectb COMHEHNss — obBpaTutech k cneynanucty unm cbpocbte yCTPOMCTBO nocne
COXpaHEHUS AaHHbIX.

37. MNpoBepbTe NepeagpecaLmto 3BoOHKOB/SMS n HacTporiku SIM.

16.5. Pe6éHOK nonan B cxemy

38. CHayana octaHoBUTE AanbHeNLWMe AENCTBUS: KapTbl, YaTbl, BCTPEYM, NepeBoabl.

39. He kpnuute 1 He 3acTaBnaAnTe yaansatb Nepenucky.

40. CoxpaHuTe gokasaTenbCTBa.

41. Cesxutecb ¢ 6aHKOM, eCni UCMNoNb30oBannchb kapTbl/cyeTa.

42. ObpaTuTechb 3a KOHCYmNbTaUMEN K OPUCTY /UMK B NpaBOOXPaHUTESBHbIE OpraHbl, 0COGEHHO Npu yrpo3ax,
HapKOTUKax, NepeBoaax AEHer.

43. CoobwuTe LWKoOMe, ecnv BOBMEYEHUE LU0 Yepes3 YYEHMKOB UMW LUKOSTbHbIE YaThbl.

MoppobHas namsaTka no dpuHaHcoBow rurneHe * Pecnybnuvka benapyck « 2026



B/IOK 17. ExXeaHeBHble, eXXemecAYHble U ceMeUHble YeK-/IUCTbI

17.1. ExxegHeBHO

O He nepexoxy no nogo3puTenbHbIM CChiflkaMm.

O He HasbiBato koabl 1 Naponu.

O MNMpoBepsito HeoXMAaaHHble NPOCbObl O AeHbrax Yepes 3BOHOK.
O He npuHumato pelueHus o nepesogax nog gaBneHnem.

O CwmoTpto yBegomrneHusa 6aHka o CnncaHusx.

17.2. Pa3 B Hegento

O MpoBepuTb onepauumn No KapTam.

O MNpoBepuTb BanaHc oHNaWH-KapTbl U IMMUTDI.

O MpoBepuTb HOBbIE NOAMMUCKA U aBTONNATEXM.

O YganuTb nogo3putenbHble NMMCbMa 1 COOBOLLEHMS, HE OTKPbIBAs BIIOXKEHUS.
O O6cyanTb € CeEMbEN OAMH HOBbLIN MPMMEP MOLLEHHWYECTBa.

17.3. Pa3 B mecsy,

[ MNpoBepuTb akTUBHbIE YCTPONCTBA B NOYTE, MECCEHKEPaX, coLceTaX, baHke.
O MpoBepuTb NPUOXEHUA Ha TenedoHe 1 NX paspeLLeHus.

O CmeHuTb criabble unu NoBTOPSAOLLMECS NAPONN.

O MNpoeeputb BLOAXET: AOX0AbI, pacxoapbl, AOMNTN, HAKOMNMEHNS.

O MpoBepuTb NUMUTLI KapT 1 yBEOOMIIEHNS.

[ MNoroeopuTb ¢ AETbMU U NOXWUIBIMW POACTBEHHMKAMU O HOBbIX CXEMaX.

17.4. Pa3 B noaroga

O MpoBepuTb KPeaUTHY NCTOPUIO.

O O6HOBUTL CEMENHOEe KOAO0BOE CIOBO.

O MepecmoTpeTb hMHAHCOBLIE LIENW U MOAYLLIKY 6€30MacHOCTH.

O MNpoBepuTtb, Kakne nepcoHasnbHble AaHHbIE AOCTYMHbI B UHTEPHETE.
O CpaBHUTb yCcrnoBusi GAaHKOBCKMX NPOAYKTOB W OTKITHOYMUTb HEHYXKHbIE.

BJ/1OK 18. NMone3Hble KOHTaKTbl U pecypcbl B Pecnybanke benapycb

. 102 — munuums. 3BoHUTE npn MoleHHn4YecTBe, yrpo3ax, BbiIMoraTtesnbCTBe, BOBJie4eHUn B AponnepcTBo,
3aKnagku, KypbepCkmne CxeMbl.
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Baww 6aHk — HOMep Ha GaHKOBCKONM KapTe, B 0buLManbHOM NpUoXeHU unu Ha oduumnansHom cavte. He
NCNonb3ymnTe HOMep M3 NOA03PUTENBHOMO COOBLLIEHMS.

OdumumanbHeii yat-60T MB[ B Telegram “Mbl Bcerga pagom” — ans coobLueHnii 0 nogo3puTenbHbIX JENCTBUSIX.
HaumnoHanbHbIn 6aHk Pecnybnvku Benapychb: nbrb.by.

MopTtan duHaHcoBoW rpamoTHOCTU: fingramota.by.

HauunoHanbHbIn NnpaBoBon MIHTepHeT-nopTan: pravo.by — aktyanbHble pegakuumn KoArll, YK n gpyrnx aktos.
HauunoHanbHbIN LEHTP 3aMThl NepcoHanbHbIX AaHHbIX: cpd.by.
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KopoTkuit nuct gna neyatu: “Ecam 3BoHAT/NUWIYT — uTo genatb?”

MpocaTt kog ns SMS/push He HasbiBato. 3aBepLuato pa3rosop.

3BOHAT U3 “6aHka/mMunuumn’ Knagy Tpy6ky. MNepessaHusato cam no oduumnansHOMy HoMepy
unn 102.

MpocAaT nepeBecTn Ha “Ge3onacHbIn cHET” He nepeBoxy. Takoro cnocoba 3almnTbl AeHer HeT.

[MpocAaT ycTaHOoBUTL NpUNOXeHne He yctaHasnusato. Nposepsto Yepes odpuumansHbii UCTOYHNK.

PoacteeHHMK NpoCUT AEHBIN CPOYHO [MepesBaHuBato No coxpaHéHHOMY HoMepy. CrpalumBato KogoBOe
CMoBoO.

MpegnaratoT nérkuin 3apaboTok Yepes kapTy/nepesoabl OTKasbiBaloCb. ATO MOXET ObITb APONMNEPCTBO.

MpocaT 3abpatb unu cnpsiTatb NakeT OTkasblBatocb 1 coobluato B3pocnbim/102. 3To MOXeT ObITb
HapkoTM4ecKkas cxema.

Yxe owmnbesa Brnokupyto kapTy, MEHSA0 Naposn, COXpaHs AokasaTenbCcTaa,
3BOHIO B 6aHK 1 102.

OcTtaHoBuCb. MepenpoBepb. NMocoBeTyinca. ToNMbKO NOTOM AEeNCTBYM.
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